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1. ENGAGEMENT OVERVIEW 


1.1 Overview 


At the request of Adobe® Systems Incorporated, Neohapsis performed a blackbox security 
assessment of the Adobe® LiveCycle® Data Services ES2 (LCDS) software during Q3 2009.  
The goal of the assessment was to evaluate the overall security posture of the LCDS ES2 version 
3 application in a self-hosted environment.  The assessment consisted of both manual and 
automated attempts to assess the design and implementation of the security mechanisms in use by 
LCDS.   


1.2 About Adobe® LiveCycle® Data Services 


Adobe® LiveCycle® Data Services ES software is a high-performance, scalable, and flexible 
framework that streamlines the development of Rich Internet Applications (RIAs) using Adobe® 
Flex® software and the Adobe® AIR™ runtime. LiveCycle®  Data Services ES abstracts the 
complexity required to create server push–based applications and supports a rich set of features to 
create real-time and near real-time solutions. Backed by a powerful data services API, the 
software simplifies data management problems such as tracking changes, synchronization, 
paging, and conflict resolution. 


1.3 About Neohapsis 


Founded in 1997, Neohapsis helps organizations assess their critical business processes and build 
a consistent and sustainable risk management discipline to generate lasting value.  Our heritage of 
providing superior IT risk management services and security consulting combined with our award 
winning Governance, Risk Management, and Compliance (GRC) technology enables 
organizations to move beyond discrete mitigation and compliance solutions to a comprehensive 
framework where risk can be transformed into information and opportunity.  


1.4 Scope 


In Q3 2009, Neohapsis assessed the LCDS self-hosted solution.  Neohapsis consultants assessed 
both the overall design as well as the implementation of LCDS.  Assessment of the design 
focused on validating the overall approach to security for each of the core components in the 
LCDS architecture.  Assessment of the security implementation focused on the identification of 
vulnerabilities that would allow a malicious user to subvert a desired security policy.  While the 
assessment was not restricted in terms of evaluation criteria, the vulnerability assessment 
primarily focused on the OWASP Top 10 vulnerabilities, including: 


� Cross Site Scripting (XSS) 


� Broken Authentication and Session 
Management 


� Malicious File Execution 


� Information Leakage and Improper 
Error Handling 


� Injection Flaws 


� Insecure Cryptographic Storage 
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� Insecure Direct Object Reference 


� Cross Site Request Forgery 


� Insecure Communications 


� Failure to Restrict URL Access 


1.5 Self-Hosted Environment Assessment Methodology 


Neohapsis consultants used both manual and automated attack techniques in an attempt to bypass 
the intended functionality and secure design of the LCDS self-hosted application.  This included 
an analysis of the application using the following components:  


� spidering—attempts to identify application functionality by automated traversal of 
application hierarchy and permuting common variations on popular naming conventions 


� manual fault injection—manual submission of malicious data to identify security 
vulnerabilities in request path 


� automated fault injection (fuzzing)—automated submission of a range of malicious data 
to identify security vulnerabilities in request path 


� known vulnerability testing—identification of vulnerabilities in the hosting platform 
(web server, etc.) using primarily automated analysis techniques 


� Data correlation 


o Research vulnerabilities  


o Eliminate false positives 


o Investigation of the extent of the findings 
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Figure 1 Blackbox Application Assessment Approach 
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2. LCDS COMPONENTS UNDER ASSESSMENT 


LCDS is part of the Adobe® LiveCycle® Enterprise Suite.  LCDS provides a number of 
components that developers leverage to create rich Internet applications.  Neohapsis evaluated the 
following core components of the LCDS software using several sample applications provided to 
Neohapsis:  


• RPC Services: The Remote Procedure Call (RPC) services are designed for applications 
in which a call and response model is a good choice for accessing external data. RPC 
services let a client application make asynchronous requests to remote services that 
process the requests and then return data directly to the client. 


• Messaging Service: The Messaging Service lets client applications communicate 
asynchronously by passing messages back and forth through the server.  


• Data Management Service: The Data Management Service lets you create applications 
that work with distributed data. By using the Data Management Service, you build 
applications that provide real-time data synchronization, data replication, on-demand data 
paging, and occasionally connected application services.  


• Service Adapters: LiveCycle® Data Services lets you access many different persistent 
data stores and databases including Hibernate, SQL, JMS, and other data persistence 
mechanisms. A Service Adapter is responsible for updating the persistent data store on 
the server in a manner appropriate to the specific data store type. 


• PDF Generation: The Adobe® LiveCycle® Data Services PDF generation feature 
enables you to build an Adobe® Flex application that can generate a PDF document that 
includes images and data collected dynamically on the client and sent to the server.   


• Edge Server - The Edge Server is a LiveCycle® Data Services server specially 
configured and deployed in the DMZ. It provides secure and scalable real-time and near-
real-time connectivity across the DMZ. The Edge Server forwards authenticated client 
requests and messages that require sensitive handling, such as database inserts, updates, 
and deletes, to a LiveCycle®  Data Services server in the secure application tier (internal 
network) behind the DMZ. 


Using a combination of automated and manual analysis, Neohapsis assessed LCDS for common 
application vulnerabilities.  Findings for the evaluation can be found in sections 3 and 4.  Section 
3 provides a general overview of the primary threat vectors and the overall security relevant 
findings for each LCDS component.  Section 4 details each of the OWASP Top 10 
vulnerabilities, noting the relevance of each to LCDS as well as documenting the results of our 
testing.  Finally, we conclude in Section 5 with a brief summary and Neohapsis’ overall opinion 
of LCDS from a software security perspective. 
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3. ENGAGEMENT FINDINGS BY LCDS COMPONENT  


3.1 RPC Services and PDF Generation 


PDF Generation is grouped together with RPC Services, as PDF Generation is implemented using 
the remote object RPC service and their attack surface is nearly identical.  The primary attack 
vector associated with each of these components is the use of remote object/method invocation.  
During the course of this assessment, Neohapsis was unable to identify any vulnerabilities 
associated with the RPC Services and PDF Generation components, including the use of remote 
object invocation.  Section 4.4, Insecure Direct Object Reference, details the specific mitigating 
controls that LCDS uses to prevent malicious users from exploiting the use of remote 
object/method invocation.    


3.2 Messaging and Data Management Service 


The Messaging Service is grouped together with the Data Management Service, as the Data 
Management Service is implemented using the Messaging service and their attack surface is 
nearly identical.  The primary attack vector associated with each of these components relates to 
session management.  Session management is used to keep track of the potentially large amount 
of state for each client.  Any vulnerability associated with session management may allow an 
attacker to perform unauthorized transactions on a user’s behalf.  During the course of this 
assessment, Neohapsis was unable to identify any vulnerabilities associated with the Messaging 
and Data Management Service components, including the session management implementation.  
Section 4.7, Broken Authentication and Session Management, details the specific mitigating 
controls that LCDS uses to prevent malicious users from exploiting issues related to session 
management.    


3.3 Service Adapters 


Service adapters are the primary data persistence abstractions within LCDS.  The two primary 
adapters investigated during the course of this assessment include the SQL and Hibernate 
adapters.  The primary attack vector associated with both of these components is the potential for 
insecure database injection attacks.  Injection based attacks may allow a malicious user to 
perform arbitrary queries to the database, including queries that may affect system stability and 
integrity.  During the course of this assessment, Neohapsis was unable to identify any 
vulnerabilities associated with either Services Adapter.   Section 2.2, Injection Flaws, details the 
specific mitigating controls that LCDS uses to prevent malicious users from exploiting injection 
based attacks.    


3.4 Edge Server 


In typical production deployments, the LCDS application server will reside within the internal 
corporate network.  LCDS provides an “Edge Server” that can be placed in the DMZ to publish 
endpoints for external Internet facing users.  Because of its placement within the DMZ, the Edge 
Server itself is a primary attack vector exposed to malicious users.  .   
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The edge server acts as proxy between external users and the internal LCDS application server.  
As with any publically facing server, compromise of the Edge Server may allow an attacker to 
perform unauthorized transactions or potentially gain access to other resources within the DMZ 
or corporate network.  During the course of this assessment, Neohapsis was unable to identify any 
weakness within the Edge Server that would allow a malicious user to subvert the implicit 
security expectations that a customer has for their publically facing servers.   


By design, the Edge Server’s attack surface is relatively small.  The vast majority of security 
relevant code exists on the backend LCDS application server.  Moreover, the Edge Server is 
written in Java, so many of the more severe vulnerability classes, such as memory corruption 
attacks, are mitigated.  Within Java the primary concerns involve how the server handles the data 
that it receives.   


Examples of potentially security relevant operations include interacting with low-level filesystem 
operations, performing database queries, or interfacing with the operating system environment.  
Neohapsis did not observe any such insecure data handling by the Edge Server.  The Edge Server 
minimizes the attack surface by design; its primary function is to decode received messages and 
forward them on to their final destination, performing minimal security relevant data handling 
along the way.  


4. ENGAGEMENT FINDINGS BY VULNERABILITY CLASS 


4.1 Cross Site Scripting 


  “XSS flaws occur whenever an application takes user supplied data and sends it to a web 
browser without first validating or encoding that content. XSS allows attackers to execute 
script in the victim's browser which can hijack user sessions, deface web sites, possibly 
introduce worms, etc.”1  


 


In general, protection against XSS is outside the scope of what LCDS aims to provide.  LCDS 
provides a suite of components for easing the development of RIAs, but it does not enforce a 
policy around the user data exchanged between the server and client.  Flash, the main consumer 
of LCDS services, has some inherent protections with regard to XSS, and LCDS does not aim to 
extend these mechanisms.  Neohapsis found that LCDS introduces no additional risk from a XSS 
perspective, though developers should abide by the “validate all user input” security practice for 
all application development, including applications that use LCDS.     


4.2 Injection Flaws 


“Injection flaws, particularly SQL injection, are common in web applications. Injection 
occurs when user-supplied data is sent to an interpreter as part of a command or query. The 
attacker's hostile data tricks the interpreter into executing unintended commands or changing 
data.” 1  


 


                                                      
1 http://www.owasp.org/index.php/Top_10_2007 
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Using a combination of manual and automated testing, Neohapsis found LCDS to be resilient 
against injection-based attacks.  Injection attacks can occur in a number of scenarios including 
SQL queries and HQL (Hibernate query language) queries.  LCDS makes extensive use of 
database queries and Neohapsis did not identify any injection related vulnerabilities during the 
course of the assessment.  The primary database interface, within LCDS, occurs via service 
adapters.  During the course of this assessment, the SQL and Hibernate service adapters were 
examined for potential vulnerabilities.  Neohapsis found the SQL adapter performs all queries 
using secure parameterization, effectively mitigating the possibility of malicious user input from 
adversely affecting a query.  Similarly, the Hibernate adapter provides some inherent protections 
against SQL injection.  Though Hibernate does allow for potentially insecure usage via HQL, 
LCDS takes proactive steps to prevent this by warning administrators in the provided 
documentation and requires them to explicitly enable this feature using the “enablehqlqueries” 
configuration option.    


4.3 Malicious File Execution 


“Code vulnerable to remote file inclusion (RFI) allows attackers to include hostile code and 
data, resulting in devastating attacks, such as total server compromise. Malicious file 
execution attacks affect PHP, XML and any framework which accepts filenames or files from 
users.”1  
 


Using extensive manual testing, Neohapsis found LCDS to be resilient against malicious file 
execution based attacks.  LCDS mitigates this potential vulnerability by design, as LCDS does 
not directly reference local file resources based on user input for any of the analyzed components.  
This effectively mitigates the risk associated with local file inclusion based attacks.   


4.4 Insecure Direct Object Reference 


“A direct object reference occurs when a developer exposes a reference to an internal 
implementation object, such as a file, directory, database record, or key, as a URL or form 
parameter. Attackers can manipulate those references to access other objects without 
authorization.” 1  


 


Using a combination of manual and automated testing, Neohapsis found LCDS to be resilient 
against direct object reference attacks.  Applications that are vulnerable to direct object reference 
attacks often fail to leverage secure abstractions that prevent malicious users from interacting 
directly with low-level system operations.  This can manifest itself in a number of ways, such as 
passing directory names, file names, or server-side object references in user parameters.   


Neohapsis did not identify any instances where LCDS insecurely references a low-level 
construct, such as those listed, in a user parameter.  That is not to say that LCDS does not 
reference server-side objects.  In fact, all of the components under analysis depend on the 
serialization and deserialization of Java objects between the client and server.  A user may 
reference a remote Java object, an “EchoObject” for example, from the flash client, resulting in 
the server instantiating a server-side “EchoObject” object.  If done insecurely this may allow an 
attacker to replace “EchoObject” with any object of his/her choosing.  This has the potential to 
allow an attacker to execute malicious code on the server.  However, LCDS mitigates this class of 
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attacks by design.  LCDS requires that developers explicitly define the set of objects that can be 
instantiated by the client.  This technique is known as a whitelist, and is a proven security pattern 
for mitigating the risk associated with untrusted user input.   


4.5 Cross Site Request Forgery 


“A CSRF attack forces a logged-on victim's browser to send a pre-authenticated request to a 
vulnerable web application, which then forces the victim's browser to perform a hostile action 
to the benefit of the attacker. CSRF can be as powerful as the web application that it 
attacks.”1  


 


Similar to XSS, LCDS does not explicitly aim to prevent against Cross Site Request Forgery 
attacks.  By default, LCDS uses “per-session” authentication.  This method employs a cookie-
based session that is shared between all Flash player instances within the browser.  However, 
LCDS does provide a feature called “per-client- authentication” that enables multiple clients 
to maintain distinct session states.  This feature could be leveraged as a means of mitigating 
CSRF based attacks.  Neohapsis found that LCDS introduces no additional risk from a CSRF 
perspective, but developers should abide by best practices and include CSRF protections within 
all their applications, including applications that use LCDS.  
 


4.6 Information Leakage and Improper Error Handling 


“Applications can unintentionally leak information about their configuration, internal 
workings, or violate privacy through a variety of application problems. Attackers use this 
weakness to steal sensitive data, or conduct more serious attacks.” 1  
 


Using a combination of manual and automated testing, Neohapsis found LCDS resilient against 
information leakage attacks.  Information leakage attacks can occur in any number of ways, the 
most common of which is to include insecure exception and error handling.  Insecure exception 
and error handling occurs when an application fails due to some unforeseen situation and the 
application returns an error message that, while potentially useful to an application developer, 
may reveal details about the internal implementation of the application that can be leveraged by a 
malicious user.  Neohapsis found LCDS mitigates this attack by returning error messages that 
reveal minimal information to any user. 
 


4.7 Broken Authentication and Session Management 


“Account credentials and session tokens are often not properly protected. Attackers 
compromise passwords, keys, or authentication tokens to assume other users' identities.” 1  


 


Using a combination of manual and automated testing, Neohapsis found LCDS to be resilient 
against authentication and session management attacks.  In addition to following the secure 
design and implementation practices detailed in the other findings, an authentication system must 
also implement a number of secure operational practices.  While LCDS does not enforce a 
particular authentication mechanism (it is expected that most developer will provide their own), 
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LCDS does provide a default authentication module that leverages the standard tomcatusers.xml 
file.  With this default mechanism, LCDS uniquely identifies a user based on a combination of 
username and password.  Depending on the selected configuration, this user can transmit their 
username and password over a secured SSL/TLS connection, mitigating the possibility of 
disclosing their credentials during transmission. 


 


Once authenticated, secure session management protects an authenticated user from unauthorized 
users attempting to perform actions on their behalf.  Secure session management must provide 
security for the entire lifetime of the session: from the initial authentication, throughout the 
duration of the user’s session, until the user logs out of the application.  LCDS uses a 
combination of best practices to implement each of these phases.  First, LCDS generates a 
cryptographically strong session cookie for each user upon login.  This cookie contains 
approximately ninety bits of entropy, minimizing the chance that a malicious user will be able to 
predict a user’s session cookie.  Throughout the user’s session, LCDS provides the ability to 
protect the sensitive session cookie by encrypting all communications over SSL/TLS.  Finally, 
upon logout, LCDS invalidates the session cookie on the server, preventing a malicious user from 
replaying prior requests. 


4.8 Insecure Cryptographic Storage 


“Web applications rarely use cryptographic functions properly to protect data and credentials. 
Attackers use weakly protected data to conduct identity theft and other crimes, such as credit 
card fraud.” 1  
 


LCDS mitigates this vulnerability by design, as LCDS does not store sensitive user information.  
While the sample LCDS sample applications use the default “tomcat-users.xml” file that contains 
plaintext username and passwords, this is not the expected deployment for a production systems.  
It is anticipated that developers will integrate their preferred authentication mechanism within 
their application and provide the secure storage for these credentials as well as any other sensitive 
information.  Neohapsis found that LCDS introduces no additional risk from a cryptographic 
storage perspective, but developers should abide by best practices and include secure storage 
within all their applications, including applications that use LCDS. 


4.9 Insecure Communications 


“Applications frequently fail to encrypt network traffic when it is necessary to protect 
sensitive communications.” 1  


 


Using a combination of manual and automated testing, Neohapsis found LCDS to be resilient 
against insecure communication attacks.  Insecure communication attacks typically involve a 
malicious user “sniffing” sensitive user information while the data is in transit from the user’s 
browser to the communicating server.  LCDS supports the use of SSL/TLS to prevent the 
disclosure of sensitive information to other users.  Moreover, LCDS can be configured to require 
the use of SSL/TLS, and will not accept requests over an unprotected connection.   
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4.10 Failure to Restrict URL Access 


“Frequently, an application only protects sensitive functionality by preventing the display of 
links or URLs to unauthorized users.  Attackers can use this weakness to access and perform 
unauthorized operations by accessing those URLs directly.” 1  


 


Using a combination of manual and automated testing, Neohapsis found LCDS to be resilient 
against unauthorized URL access attacks.  LCDS provides two means to controls access to 
sensitive endpoints.  The first is an explicit security constraint that allows an administrator to 
define the set of users/roles that are permitted to access a configured endpoint within LCDS.  The 
second security feature allows an administrator to explicitly block or allow specific IP addresses 
and/or IP address groups from accessing specific endpoint.  Neohapsis conducted numerous tests 
to attempt requests that subverted these controls.  During the course of this assessment these 
controls were found to perform as expected, successfully restricting endpoint access based on role 
and/or IP address throughout all of the sample applications.   
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5.  CONCLUSION 


Neohapsis found the design and implementation of LCDS resilient to attack under the scope 
detailed in section two.  It is the opinion of Neohapsis that Adobe® has prioritized security 
during the software development lifecycle, and as a result, has implemented a product that 
continually strives to address information security best practices.   








Adobe LiveCycle ES2 Datasheet


The Adobe LiveCycle Data Services ES2 module is an optimized Java™ server 
framework that is used to enhance and simplify the development of rich Internet 
applications (RIAs) using Adobe Flex® and Adobe AIR® technologies. With LiveCycle 
Data Services ES2, you can speed up the development of high-performance, 
enterprise-class RIAs with real-time or near-real-time data, audio and video interaction 
such as stock trading, inventory management, billing history, photo sharing, sports 
scoreboard tracking, call center monitoring, or medical records management.


Improve time-sensitive processes
LiveCycle Data Services ES2 delivers real-time data to RIAs enabling users to track time-sensitive 
information, react to changes, and formulate decisions. A variety of real-time methodologies and protocols 
are available to suit your specific application requirements. Optimize your RIA client-server communication 
using Action Message Format (AMF) encoding, which brings considerable performance gains compared 
with XML or JSON. Data synchronization and remote messaging enable synchronization of external and 
internal data sources between users and systems without impacting performance. 


Developers can configure multiple channels per connection, work around environmental constraints  
on the network or client, and safeguard against exhausting browser HTTP connections. For example, 
LiveCycle Data Services ES2 provides near-real-time and true real-time performance over HTTP and 
stateful true real-time performance over RTMP. Channels and endpoints in Data Services ES2 are fully 
configurable, allowing deployments to be adjusted to the limitations of local installations  
and supporting channel fallbacks to help ensure connectivity under adverse conditions. NIO-based 
connectivity on the server can scale to support thousands or tens of thousands of nonblocking sessions. 
Guaranteed delivery of information to the client as well as data throttling optimizes data transmission 
based on the data-processing speed of Adobe Flash® Player software.


Increase completion rates
Completion rates for online transactions typically measure the number of transactions completed. With 
Data Services ES2 you can facilitate assisted transactions, live help, contextual text and video and audio 
support, as well as access to other pertinent data relevant to the user or the transaction, all in the context 
of the users’ status in the transaction. Real-time collaborative access to data means that you are able to 
solve issues with transactions while the user is active. And since Data Services ES2 also facilitates offline 
deployments with the Adobe AIR runtime, this ultimately increases the completion scenario flexibility and 
brings unprecedented ease of use to complex transactions. The ability to share a common view of data 
collaboratively across two or more client interfaces gives developers and user experience leaders more 
options than ever to increase successful adoption of user-centric applications.


Promote developer efficiencies
With the introduction of the new Adobe application modeling plug-in for Flash Builder™ 4 software, 
developers can write applications at a higher level, reducing development time, lowering the number of 
lines of code that need to be maintained. Since Data Services ES2 is deployed as a standard J2EE web 
application, Java developers can work with the most popular Java applications and leverage their existing 
business logic. Applications can publish and subscribe to JMS topics and queues and developers can expose 
EJB components to clients without writing any code. Backed by a powerful data management API and 
connectors, the module simplifies client-server data communication challenges that arise when interacting 
with data from multiple sources, including collaborative content shared across multiple clients in real time.


Adobe® LiveCycle® Data Services ES2
Streamline the development of data-intensive RIAs 


Summary
Adobe LiveCycle Enterprise Suite 2 
(ES2) is a software suite that extends 
the value of existing back-end systems 
by engaging users with collaborative 
RIAs and guided forms, streamlin-
ing internal processes, managing 
correspondence, and strengthening 
information and document security.
With Adobe LiveCycle Data Services 
ES2, you can:
•	Deliver high-quality RIA service and 


real-time performance for 
bidirectional client-server 
communication


•	Manage and manipulate large data 
sets across clients and servers 


•	Simplify integration with existing 
infrastructure such as data 
repositories and portal 
infrastructures 


•	Streamline code development by 
centralizing your model definition, 
supporting declarative persistence, 
and more
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Data Management Services in Data Services ES2 provides advanced functionality such as data 
synchronization between clients and servers and among clients. It also contains a conflict-resolution API 
to help ensure data integrity, such as when multiple clients attempt to edit the same data simultaneously, 
by making it easy to detect and resolve conflicts. 


Optimize the user experience
Data Management Services optimizes the user experience with the following capabilities:


•	 Data and query cache, paging, lazy loading, associations, optimized data retrieval, automatic and 
manual synchronization, persistence, conflict management, transactions management, offline


•	 Offline—AIR database—data , query, and uncommitted cache


Other user experience benefits such as hange-tracking, revert, refresh, and conflict-detection 
features make it easy to build web applications that provide a robust user experience.


Simplify integration with your infrastructure
LiveCycle Data Services ES2 integrates with your existing enterprise or web application infrastructure, 
making it easier to incorporate your new applications into already deployed solutions. Use Data 
Services ES2 open adapter architecture to connect with Spring, JMS, Hibernate, EJB, and other data 
persistence mechanisms. Simplify deployment with support for Ajax clients and portals compliant 
with JSR 168 and Web Services for Remote Portlets (WSRP). 


Example: Real-time stock trading application
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Flash applications wri�en in Flex 
display live data pushed from 
LiveCycle Data Services to clients 
inside and outside the �rewall.


Users are authenticated in real time 
for secure access to live internal data 
feeds through the NIO-Enabled 
LiveCycle Data Services Edge Server 


LiveCycle Data Services retrieves data from 
multiple back-end systems and synchronizes 
updates to maintain data integrity.  It also 
ensures a high quality of service by providing 
guaranteed message delivery and data thro�le 
management to the client.


Adobe LiveCycle Data Services ES2 in action 
In this high-level architecture for a stock trading application, LiveCycle Data Services ES2 is shown providing the communication hub 
that connects internal and external users to the required data sources to deliver data in real time to dynamic client RIAs.


LiveCycle Data Services ES2 supports real-time dashboard applications. A GPS data feed updates individual rider’s positions in a 
bicycle race in real time. Separate feeds push live race commentary, statistics, and video to the pods on the right.
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For more information
Product details: 
www.adobe.com/products/
livecycle/dataservices
Free trial: www.adobe.com/
products/eula/livecycle/es/trial/
eula_dataservices.html


Supported platforms
Operating system
•	Microsoft® Windows Server®


•	 Sun™ Solaris™ SPARC®


•	 IBM® AIX®


•	Red Hat®


•	 SUSE®


•	 zSeries (SUSE)


•	VMware


•	Mac OS X (development only)


Application server
•	 IBM WebSphere


•	Oracle WebLogic 11


•	Adobe JRun™ 4 U7


•	SAP NetWeaver 7.1


•	Cosminexus 7


•	 Interstage 9


•	 JBoss


•	Apache Tomcat


Tools
•	 JDK: Sun, IBM, or JRockit


•	Adobe Flex SDK 3.5, 4


•	Adobe AIR


•	Adobe Flash


Adobe application modeling 
plug-in for Adobe Flash Builder:
•	Adobe Flash Builder 4


Full system requirements:
www.adobe.com/products/ 
livecycle/dataservices/
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